<\ DYNAMICENGINEERING

EVERYTHING'® POSSIBLE
Document Title VDU - General setup
Project Number 0001
Customer Reference
Customer Dynamic Engineering
Project No 0001
Document Type Standard
Document Number

This document contains information that is confidential and proprietary to Dynamic Engineering and may not be
reproduced or given to third parties without the express written permission of Dynamic Engineering

© Dynamic Engineering. 2017

01A IFR 01.05.2019 Issued for review DVL EAN OAB




DYNAMICENGINEERING

EVERYTHING' POSSIBLE

Page 2 of 19 \

Reference documents

Rev. Publisher Date ‘ Comment

Attachements

Nr Description

Dynamic Engineering AS
Foretaksadresse: Stgperigata 7, 3040 Drammen Norway. P.O Box 9133, 30306 Drammen, Norway. Foretaksnummer: 919 357 444



<\ DYNAMICENGINEERING

Page 3 of 19 \ EVERYTHING' POSSIBLE

Table of Contents

1 DOCUMENES PUIPOSE.....c.euuiiiiiiiiimeeciaasirrrrimasaaa s e s s ennass s s as e e s s mmasssa s s e eessnmas s s s e aesnmmnssaassennennnnn 4
7 0%+ Y [ Y ¥ 3 5
B 1 Y/ [ 6
3.1 U1 (o] o RN 6
3.2 (0701001 0T0] oo ) QPR 6
3.3 Y (=T a1 210 1 (o] o 6
T o (=Y =Y o T 7
41
411
41.2
41.3
4.1.3.1
4.1.3.2 AdMINISTratioN MENU .......ooiiiii e ettt e e et e e et e e e e be e e et e e e esbeeesseeeeenneeeenneeean 8
4.2 Y = T 1ol (= T= o 1T 9
4.3 LU g Tex (o) o TN 1) £ 10
4.3.1 18] o] o] £ EY=To I ol U g To7 (o] 3 - SRS 11
4.3.2 BIOCKEA FUNCHIONS ...ttt e e ettt e et e e et e e e eab e e e ebaeeeeabeeesabaeeesseeeesseeesnsseeeensneesnnen 12
4.3.3 ALBIINS ..ottt et e et e ettt e oot e e e st e e e e ateeeaasteeeaateeeaateeeeeabeeeeheeeeeabeeeabeeeeatteeeabeeeeaateeeaneeeeaaneeeaneeeeanraeas 13
434 Y=Y 0] (OSSPSR 14
4.3.5 VLA o LN - To g Lo ] Lo TSRS 15
4.3.5.1 SAVING VAiADIE GrOUPS ... ittt ettt ettt e e et e te e s st e saee e teaaseeameeabeessseanbeeabeesnseanseesneesnneenseeanen 15
4.3.5.2 I TS ettt et ettt e et e e et e e e b e e e te e e e et e e e ea—eeeeateeeebeeeeteeeeaneeeeaaeeeeanneeeaneeeeannen 15
4353 Buttons on the Fight SIAEDA...........oo et e e be e s e eaeesaee e 16
4.4
441
442
443
444
445
446
Dynamic Engineering AS \

Foretaksadresse: Stgperigata 7, 3040 Drammen Norway. P.O Box 9133, 30306 Drammen, Norway. Foretaksnummer: 919 357 444



<\ DYNAMICENGINEERING

Page4of19 \ EVERYTHING' POSSIBLE

1 Documents purpose

This document contains a description of how SCADA systems by Dynamic Engineering are used.
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2 Colours

All colours used in the various interfaces are configured as a colour

_ _ No. | Identification | Palette |
palette. This means you can easily add your own colour setups and :
. 0 |Background [ #A03ESE
switch between them.
. . 1 |Menu.Background I =7F7F7F
Any number of palettes can be defined, but we aware that there is no :
. . . . 2 | Text Il 000000
way to reorder the colours in the list without breaking references to the
ul. 3 |Class.5afety [ #5555A0
4 | Class.Fault [] #6ACEFS
5 | Class.Warning [] #FDFDEC
& |Class.Event [] #FFFFFF
7 | Class.Action [ #EE2E2C
8 | Class.Suppressed [ #1D6CES
9 | Class.Blocked [ #1D6CR4
10 | Class.Conflict [ #EE2E2C
1 | Medium.Jil N =763E18
12 | Medium.Gas [] #FDFDEC
13 | Medium.\Water [ #e9ca3C
14 | Medium.Air I #1D6CE4
15 | Medium.Fire_fighting | [_] #FDBE3F
16 |Medium.Chemicals | [ £9355A0
17 | Button.On [ #7F7F7F
18 | Button.Off [ #A03ESE
19 | Binary.On [ #FFFFFF
20 | Binary.Off [ #a09ESE
21 |5BV.Open [] #FFFFFF
22 |5BV.Closed [ #A09ESE
23 |Background.Levell [ #a09ESE
24 |Background.Level2 | [ #7F7F7F
25 |Background.Level3 [ #6EGEGE
26 | Symbol.Qutline Il 000000

Dynamic Engineering AS g
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3 Styles
3.1 Button

o Text style

o Font: Standard font3 (Arial 12)

o Text color: Text

o Alignment horizontal/vertical: Centered
o Fill style

o Fill pattern: Solid

o Fill color: Background
e Element border

o No border

o Border color: Text

3.2 Combobox

Local: Output controlled locally -

Local: Output controlled locally

o Text style

o Font: Standard font3 (Arial 12)

o Text color: Text

o Alignment horizontal/vertical: Centered
o Fill style

o Fill pattern: Solid

o Fill color: Background

3.3 MenuButton

o Fill style
o Fill pattern: Solid
o Fill color: Background
o Text style
o Standard font4 (Arial 14)
o Text color: Text
o Glow effect
o Activated
o 75% transparency
o Spread: 5px
¢ Rounding style
o Proportional
o Al x:5%
o Aly: 0%
o -1onthe rest
e Element border
o Element border: Classical deepened
o Base color: #9A9A9C
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4 Screens

4.1 General

All screens are built after the same template, being divided into 2 parts; An alert bar and a main picture.

411 Top bar

The top bar is always visible and shows important information to the operator. It contains 3 elements — A
menu button for navigation, an alarms panel and an events panel.

The alarms panel displays the latest 3 unacknowledged alarms. You will find the alarms take colour based
on the type of alarm they are — deviation errors and external faults may be blue, while action alarms are red.
The alarm colours can be defined in the colour pallet.

4.1.2 Main picture

This section takes up most of the screen and shows the current page. By default, it will show a quick
overview of the process in question, with clickable illustrations of tanks, valves and pumps.

Openmenu  Alarms Events

Alert bar

Process
picture

Dynamic Engineering AS éi
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41.3 Menu

The menu is divided into two main parts. The top button always shows what page of the
menu you are on or a button to get back to the main menu. Below that, you will find
navigation buttons depending on which page of the menu you are on.

4.1.3.1 Main menu

You will primarily be using the main menu for navigation. On the top, it contains a list of
process related screens, in this case only the Main Screen. In bigger systems you will find
multiple screens listed here.

On the bottom you will find shortcuts to various utility pages. These are

. Suppressed functions — list over all functions currently suppressed

Blocked functions — list over all functions currently blocked

Alarms — List over all alarms, options to acknowledge, comment on or filter

Events — List over all events (valves opening/closing, inputs from the control panel)

4.1.3.2 Administration menu

The administration menu shows various functions useful for administrating a SCADA
system, including user administration (changing passwords and access levels) and a page
for variable diagnostics which is useful for debugging faults.

At the bottom you will also find buttons to reload and exit the SCADA runtime. These are
used to apply new runtime updates and shouldn’t be touched during normal use.

Dynamic Engineering AS X
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4.2 Main screen

The main screen is used for process supervision and control. Here you will see a graphical representation of
the process with valves, indicators and measurements. The objects are clickable and will either link to
subscreens or control faceplates where you can control the object or read more detailed information about it.

Notice how all valves and pumps have small indicators around them, indicating statuses like auto/manual
mode and alarms.

3 Lagertanker T109 Temperatur Alarm Low 11/3/2018 3:39:17 33 lanker. 7102 Innlapsventil Auto Mode

33 Lagertanker.T112 Temperatur Alarm Low 111312018 1:40:20 anker T102 Innlapsventil Value changed: (1

33 Refusjonstanker T107 Temperatur Alarm Low 11/3/2018 1:40:20

Destinasjon

A A A

Lossestasjon Lossestasjon Lossestasjon
#1 #2 #3

Dynamic Engineering AS é;
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4.3 Function lists

Function list displays are a type of display that shows a filterable list of tags. For the purpose of this manual
they are grouped together as they are very similar in use, but in the SCADA software they will be linked from
different places and their function will vary.

Filtering is done in two different ways, a general one will be described here and the special case in Variable
Diagnostic will be described in its own section (4.3.5.2)

Equipment Group Time received Time acknowledged Time cleared Comment Alarm cause

Clicking the filter button will open a menu for filtering.

Filter... *
Gereral Time lots  Shit  Column settings Text  Status Equipment Modeling
Variable fiter _
Wariable name |dentification Cancel
i vl [ v
[] case sensttive
Type of alarm Crigin of the data
[] Non-acknowledged alams only (®) Ring buffer
[]Cleared alams only () Historic data
Curent alams only Maximum number
[] Comment required 10767 j
[] Alam cause required

Alams have to be pending at least
Days Hours Min. Sec. ms

Lol o[ o[ o] 0

Alamm/event groups/classes, alam areas

Groups Classes

- All classes P
1 Safety

2 Action

3 Fault

4 Wamina

& Blocked W

Alarm Areas

- All alarm areas

[] Show list without refresh

Place your search term in the Variable name box. By default, it is set to * to show all variables, but replacing
it with for example “*SBV*” will return all supressed tags containing SBV. The search term will reset upon
refreshing the page.

Dynamic Engineering AS é;
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4.31 Suppressed Functions

Shows a list of currently suppressed functions

DYNAMICENGINEERING

EVERYTHING'

Norsok Functions SBV.SBV_001 Not blocked
Norsok.Funct 00 Open
Norsok Functions. SBV.SBV_00 Not suppressed

POSSIBLE

To add a comment to a suppressed function, select the function in the list and click the comment field all the
way at the bottom of the page. Once you are done writing, click anywhere on the screen for the list to update.

Functions will go away from this page once they get un-suppressed, causing their acknowledged time and

comment to clear.

On the right you have a series of buttons

Acknowledge Mark the selected object as acknowledged
Acknowledge page Acknowledge all elements on page
Acknowledge All Acknowledge all suppressed functions

Dynamic Engineering AS
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4.3.2 Blocked Functions
Shows a list of functions currently blocked

Norsok Functions. SBV.SBV_001 Not blocked
Norsok Functions. SBV.SBV_001 Open
Norsok Functions. SBV.SBV_001 Not suppressed

Time acknowledged Time cleared

To add a comment to a blocked function, select the function in the list and click the comment field all the way
at the bottom of the page. Once you are done writing, click anywhere on the screen for the list to update.

Functions will go away from this page once they get un-blocked, causing their acknowledged time and
comment to clear.

On the right you have a series of buttons

Acknowledge Mark the selected object as acknowledged
Acknowledge page Acknowledge all elements on page
Acknowledge All Acknowledge all blocked functions

Dynamic Engineering AS éi
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4.3.3 Alarms

Shows all alarms that have been or are currently in the system. You can acknowledge and comment on

alarms.

33 Lagertanker. T109
3 Lagertanker T112
33 Refusjonstanker T107

Alarms

Equipment Group
33 Mottakstanker T101
33 Mottakstanker T101
33 Mottakstanker T101
33.Mottakstanker.T101
33.Mottakstanker T101
33 Mottakstanker T101
3 Mottakstanker T101
3 Mottakstanker T101
3. Mottakstanker.T101
3 Mottakstanker.T101
3 Mottakstanker.T101
3 Mottakstanker T101
3 Mottakstanker T101
3 Mottakstanker-T101
3 Mottakstanker.T101
3 Mottakstanker T101
3 Mottakstanker T101
3 Mottakstanker T101
3 Mottakstanker-T101
3 Mottakstanker.T101
3 Mottakstanker T101
3 Mottakstanker T101
3 Lagertanker T108
33.Lagertanker.T108
33.Lagertanker.T108
33 Lagertanker T109
33 Lagertanker T108
33 Lagertanker T108
Lagertanker T113

Temperatur
Temperatur

Temperatur

Filter
[HHH

Temperatur

Niva

Temperatur

Niva

Niva

Niva

Niva

Niva

Niva

Alarm Low
Alarm Low
Alarm Low

Alarmtext

Alarm High

Alarm High

Alarm High

Alarm High

Alarm High

Alarm High

Alarm High

Alarm High

Alarm High

Alarm Low

Alarm Low

Alarm High

11/3/2018 3:39:17
11/3/2018 1:40:20

11/3/2018 1:40:20

Time received

11/4/2018 3:47-44 PM

11/4/2018 3.09:50 PM

11/4/2018 3:02:40 PM

11/4/2018 3.01:58 PM

11/4/2018 3:01:54 PM

11/4/2018 3:01:49 PM

11/4/2018 3:01:40 PM

11/4/2018 2:51:41 PM

11/4/2018 2:29:05 PM

11/4/2018 2:19:45 PM

11/4/2018 12:08:20 PM

11/3/2018 5:26:01 PM

11/3/2018 5:15:22 PM

Time acknowledged

11/4/2018 3:01:30 PM

1174/2018 3:01:30 PM

1174/2018 3:01:32 PM
11/4/2018 3:01:32 PM

33 Mottakstanker T102 Innlgpsventil

Time cleared

11/4/2018 3:47-46 PM

11/4/2018 3:52:29 PM

11/4/2018 3:47:41 PM

11/4/2018 3.04:09 PM

11/4/2018 3:01:56 PM

11/4/2018 3:01:51 PM

11/4/2018 3:01:45 PM

11/4/2018 2:51:44 PM

11/4/2018 2:51:34 PM

11/4/2018 2:26:37 PM

11/4/2018 1:53:51 PM

11/3/2018 5:43:02 PM

11/3/2018 5:21:03 PM

DYNAMICENGINEERING
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System was started 11/412018 4:11:40 PM
System was stopped 11/412018 4:08:52 PM
Auto Mode 11/412018 3:55:55 PM

Comment

Acknowledge
Acknowledge page|

Acknowl. All

Print
Select Printer
Print AML

Screenshot

Dynamic Engineering AS
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4.3.4 Events

List over all events that have happened in the system. Events are things like valves opening/closing,
functions changing modes, user input and which user clicked things. Very useful for debugging.

33 Lagertanker T109 Temperatur
3 Lagertanker T112 Temperatur
33 Refusjonstanker T107 Temperatur

Events Filter
[HHH

3 Mottakstanker.T102
3 Mottakstanker T102
3 Mottakstanker T102
3. Mottakstanker.T102
3 Mottakstanker.T102
3 Mottakstanker-T102
3 Mottakstanker T102
3 Mottakstanker T102
33.Mottakstanker.T101
3 Mottakstanker.T101
3 Mottakstanker T101
3 Mottakstanker T101
3 Mottakstanker T101
3 Mottakstanker.T101
3 Mottakstanker.T101
3 Mottakstanker T101
3 Mottakstanker T101
3 Mottakstanker T101
3 Mottakstanker T101
3 Mottakstanker.T101
3 Mottakstanker.T101
33 Mottakstanker T101
3 Mottakstanker T101
3 Mottakstanker.T101
3 Mottakstanker.T101
3 Mottakstanker T101
3 Mottakstanker T101
3 Mottakstanker T101

Innlopsventil
Innigpsventil
Innigpsventil
Innlgpsventil
Innlgpsventil
Innlopsventil
Innigpsventil
Innigpsventil
Utlepsventil
Utlepsventil
Utlapsventil
Utlepsventil
Utlepsventil
Utlepsventil
Utlepsventil
Utlapsventil
Utlepsventil
Utlepsventil
Temperatur
Temperatur
Temperatur
Temperatur
Temperatur
Temperatur
Temperatur
Temperatur
Temperatur
Temperatur

Utlapsventil

Alarm Low 117312018 3:39:17
Alarm Low 117312018 1:40:20
Alarm Low 11/3/2018 1:40:20

Fe

33 Mottakstanker T102

DYNAMICENGINEERING
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System was started 11/412018 4:11:40 PM
System was stopped 11/412018 4:08:52 PM
Innlgpsventil Auto Mode 11/412018 3:55:55 PM

Eaupment Grous —l e

Value changed: (1)
Value changed: (0)

Value changed: (1)
Manual mode

Value changed: (0)

Value changed: (0)
Manual Open Command
Value changed: (1)

Auto Mode

Value changed: (1)

Value changed: (0)
Manual Close Command
Value changed: (1)

Value changed: (0)

Value changed: (1)

Value changed: (0)
Manual Open Command
Value changed: (1)

Value changed: (51.00 °C)
Value changed: (21.00 °C)
Value changed: (50.00 °C)
Value changed: (49.00 °C)
Value changed: (48.00 °C)
Value changed: (47.00 °C)
Value changed: (48.00 °C)
Value changed: (49.00 °C)
Value changed: (50.00 °C)
Value changed: (51.00 °C)
Project 'NORSK_SPESIALOLJE_MAIN' reloaded

11/4/2018 3:53:32 PM
11/4/2018 3:53:31 PM
11/4/2018 3:53:31 PM
11/4/2018 3:53:30 PM
11/4/2018 3:53:30 PM
11/4/2018 3:53:29 PM
11/4/2018 3:53:29 PM
11/4/2018 3:53:29 PM
11/4/2018 3:53:19 PM
11/4/2018 3:53:19 PM
11/4/2018 3:53:18 PM
11/4/2018 3:53:18 PM
11/4/2018 3:53:18 PM
11/4/2018 3:53:15 PM
11/4/2018 3:53:15 PM
11/4/2018 3:51:41 PM
11/4/2018 3:51:41 PM
11/4/2018 3:51:41 PM
11/4/2018 3:51:19 PM
11/4/2018 3:51:17 PM
11/4/2018 3:51:14 PM
11/4/2018 3:51:11 PM
11/4/2018 3:51:07 PM
11/4/2018 3:51:04 PM
11/4/2018 3:51:01 PM
11/4/2018 3:50:57 PM
11/4/2018 3:50:54 PM
11/4/2018 3:50:48 PM
11/4/2018 3:50:08 PM
11/4/2018 3-48-17 PM

Dynamic Engineering AS
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4.3.5 Variable Diagnostic

Norsok Functions SBV.SBV_001 Opening 3/12/2019 11:44:43 AM

_ T———

Refreshnows

The variable diagnostic page allows you to add variables from the system to read, write and monitor their
values.
4.3.5.1 Saving variable groups

A very useful feature of the variable diagnostics screen is saving groups of frequently monitored tags. To do
this, simply add your tags to the list, write a name for your group in the white dropdown menu and press
“Save”.

SBV ~

Name Identification | Actua... Setva... Me... | Minim._| Maxi... | Status | Timestamp | Timestamp ... Timestamp_...| Symbolic ..| Address |

To restore this grouping later, simply click on your named group in the dropdown.

4.3.5.2 Filters

The list supports filtering in all columns. When filtering, keep in mind that it is a strict search unless you use
wildcards, so if you have a tag called “SBV_001.Mode_suppress” it would be matched by “*Mode*” but not
“Mode”.

Mame

*Maode™ Kl

Dynamic Engineering AS éi
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4.3.5.3 Buttons on the right sidebar

EVERYTHING'

POSSIBLE

Add... Add tags to monitor.

Release Stop monitoring selected tags

Refresh On Automatically update the Actual Value column with data from the PLC.
Recommended to turn on.

Refresh Off Disable refreshing

Refresh now

Fetch current values from PLC

All variables

Write the prepared value of all variables to the PLC

Selected variables

Write the prepared value of selected variables to the PLC

Decimal Change number representation to decimal
Hexadecimal Change number representation to hexadecimal
Binary Change number representation to binary

Octal Change number representation to octal
Exponential Change number representation to exponential

Dynamic Engineering AS
Foretaksadresse: Stgperigata 7, 3040 Drammen Norway. P.O Box 9133, 30306 Drammen, Norway. Foretaksnummer: 919 357 444
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4.4 User administration

The SCADA solution supports an extensive user permission system

4.41 Login

To login to an account in the scada system, open the menu, press “Administration” and then “Login”. The
following dialog will open:

Here you can see the full name of the currently logged in user as well as log into another user.
To log in, type in your username and password and click OK.

Login vith dizlog

Curertly logged n user ‘Dmewe

User name:

Norsok Functions SBV.SBV_001 Clost 3/15/20192:10:11 PM

The users page shows a list of all users in the system and their access levels. If you are logged in as an
administrator you will also have the option to enable/disable users, reset passwords, change permissions of
existing users and add new users.

Dynamic Engineering AS éi
Foretaksadresse: Stgperigata 7, 3040 Drammen Norway. P.O Box 9133, 30306 Drammen, Norway. Foretaksnummer: 919 357 444
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4.4.3 New user

Available
Admin

User name Available

Complete name

Usertype

4.4.4 Edit user

Available Available User
Aamn Tekpnone
2 i 12345678

Complete name

Cell phone

Mail

Substitute person

Dynamic Engineering AS
Foretaksadresse: Stgperigata 7, 3040 Drammen Norway. P.O Box 9133, 30306 Drammen, Norway. Foretaksnummer: 919 357 444
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445 Delete user

The following element wil be deleted:

[

4.4.6 Function authorization

Change function authorization

Function authorizations Runtime

Function

‘Acknowledge alarm via Alarm Message List screen
‘Adknonledge alarm via Alarm Status Line context menu
‘Acknowledge alarm via function

Batch Control: Control recipe - aeate, rename, duplicate Select authorization level
Batch Control: Control recipe - delete
Batch Control: Control recpe - edit phase Authorization levels
Batch Control: Control recipe (execution) - abort recipe:
Batch Control: Control recipe (execution) - execute, jump single steps Number
Batch Control: Control recipe (execution) - exit phase:
Batch Control: Control redpe (execution) - hold phase:
Batch Control: Control recipe (execution) - hold redpe:
Batch Control: Control recipe (execution) - pause phase

>

Batch Control: Control recipe (executon) - pause recipe
Batch Control: Control recipe (execution) - restar t phase
Batch Control: Control recipe (executon) -restart recie

Batch Control: Control recipe (execLtion) -resume phase

Batch Control: Control recipe (execLtion) -resume recie

Batch Control: Control recipe (execuion) - skip active conditon
Batch Control: Control recipe (execution) -startredpe:

Batch Control: Control recipe (execLtion) -stop recpe

Batch Control: Controlrecipe (executon) - switch execution mode
Batch Control: mport recpe/operation

Batch Control: Master recpe - create, ecit, rename, dupicate, save
Batch Control: Master redpe -delete:

Batch Control: Master redpe - ighliht as outdated

Batch Control: Master recipe - release

GREEeR ol ws L
ppEReONO WL LN
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